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y /’ & ) & Operating System Linux and FreeBSD
OpenSource Drivers Asterisk®, DAHDI,

: Zaptel, Bristuff, Misdn and ISDN4BSD

~.J\_‘// Protocol SIP, IAX, SS7, MGCP, H323, R2 and more..
Applications IVR, CRM, FAX, Email, CallCenter, Billing
and your application..

@ Asteri skv

VOIP PBX

SIP phone Switch

Analog phone

PC+Softphone

Figure 1 Topology
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Personal-Area Network (PAN)

Local-Area Network (LAN)
Campus-Area Network (CAN)
Metropolitan-Area Network (MAN)
Wide-Area Network (WAN)
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one-to-one (unicast)

* one-to-all (broadcast)
* one-to-several (multicast)
* one-to-any (anycast)
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unicast O broadcast . multicast ‘ anycast
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Direction of data

Y

a. Simplex
Direction of data at tin;e 1
Dir:ction of data at time 2
b. Half-duplex
- Direction of data all the time "
¢. Full-duplex
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Q utp

Q FTP

Q sTP

Unshielded twisted pair
foil screened twisted pair cable

shielded twisted pair cable

¢ - wA Ab«

§




Typical

Name I Bandwidth Applications

Level 1 0.4 MHz Telephone and modem lnes

Level 2 4 MHz Older terminal systems, e.g. IBM 3270

cata urp 16 MHz! 10BASE-T and 100BASE-T4 Ethemet®

Cat4 |uTP™ 20 MHz™ 16 Mbi's™ Token Ring

cats |urtP® 100 MHzP! | 100BASE-TX & 1000BASE-T Ethemet™

CatSe |UTP™ 100 MHz®! | 100BASE-TX & 1000BASE-T Ethemnet™

caté |uTPM 250 MHz®! | 10GBASE-T Ethemnet

Cat6, |UFTP FUTP 500 MHz 10GBASE-T Ethernet

Cat7 |FFTP.SFTP 600 MHz 10GBASE-T Ethernet POTS/CATV/1000BASE-T over single
cable

Cat7a | FIFTP,SFTP 5000 Kieie 10GBASE-T Etheret. POTS/CATV/1000BASE-T over single
cable.

Cat 1600- 40GBASE-T Ethemet. POTSICATV/1000BASE-T over single

881 HETF SN 2000 MHz cable

1600- 40GBASE-T Ethernet POTS/CATV/1000BASE-T over single
Cat82 |FFTP SFTP oD :




8P8C (8 Position 8 Contact) is
Ethernet over twisted pair

RJ145 Registered Jack - 45
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RJ45 Pinout
T-568A

1234

T-568B

1. White Green
2. Green

4. Blue

5. White Blue
6. Orange

3. White Orange 7. White Brown

8. Brown

1. White Orange 5. White Blue

2. Orange 6. Green
3. White Green 7. White Brown
4, Blue 8. Brown
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4-pin RJ11 port

4-pin RJ11 port PIN Description
1 Not used
2 Tp
3 Ring
4 Not used
6-pin RJ11 port
6-pin RJ11 port PIN Description
1 Not used
2 Not used
3 Tp
4 Rmg
5 Not used
6 Not used
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* infrared
= Radio frequency (RF)

O Wlan (802.11)
O Wimax (802.16)

Q Cellular (1G,2G,3G,4G,5G)

O Satellite
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— HSPA+ (High Speed Packet Access Plus)
* 3G technology

— LTE (Long Term Evolution)
¢ 4G technology
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7: Application Layer 3,5 Y Y Y
6: Presentation Layer mles Y 7 Y
5: Session Layer dd> Y0 AV
4: Transport Layer Jul Y :F &Y
3: Network Layer Sl Y T Y
2: Data Link Layer o3l g 4Y :Y &Y
1: Physical Layer b Y ) LY
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TCPJIP Scack

Layer S

Application Layer

Layer 4

Transport Layer

Layer 3

Intermet Lagyer

Layear 2

Network Layer

Layer 1

Physical Layer
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Physical Addressing

media access control address (MAC address)

The original IEEE 802 MAC address comes from the
original Xerox Ethernet addressing scheme. This 48-bit address space
contains potentially 248 or 281,474,976,710,656 possible MAC addresses.

Ci ¢ AOWAC Adgirdss § wi | E

= Physical Address 01-23-45-67-89-ab -
= burned-in address (BIA) 0123.4567.89ab cisco
= Hwaddr 01:23:45:67:89:ab Nk
broadcast address FF:FF:FREBTF-FF

Ai ApCd vy A7 MACRddjess E:Eyw byt VA aB!

Deault Number of Host per
subnet mask Network Network

A 1-126 N.H.H.H 255.0.0.0 20~ 2 244-2

B 128-191 10XXXXXX N.N.H.H 255.255.0.0 2 2162

c 192-223 110xxxXX N.N.N.H 255.255.255.0 4 25=2

D 224-239 1110xxxx Multicast
http://www.iana.org/assignments/multicast-addresses/multicast-addresses.xhtml

E  240-254 1111xxxx : Experimental
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10.0.0.0 255.0.0.0 10.0.0.0 - 10.255.255.255
172.16.0.0  255.240.0.0 172.16.0.0 - 172.31.255.255
192.168.0.0 255.255.0.0  192.168.0.0 - 192.168.255.255

O W >

logal C6° 0% 3% arwecAv OGVABCWACHRETZL V9§ %Al

QO APIPA (Automatic Private IP Addressing) or Zeroconf

169.254.0.0 through 169.254.255.255 subnet mask 255.255.0.0

1 AECU at! ween Avt ¥PCOdHGE ¢avy B yivEAAW Yo Vg

Bl AfriNIC
B APNIC
Bl ARIN
I LACNIC
RIPE NCC

RIPE NCC (Europe, the Middle East, and Central Asia)

http://www.iana.org
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80 00 20 7A 3F 3E 80 00 20 20 3A AE 08 00 IP, ARP, etc 00 20 20 3A
Destination MAC Address Source MAC Address EtherType Payload CRC Checksum
MAC Header Data
(14 bytes) (46 - 1500 bytes) (4 bytes)
Ethernet Type Il Frame
(64 to 1518 bytes)
113%0C0 atwuoj wa@wAwnyv A
802.3 Ethernet packet and frame structure
st MAC MAC 802.1Qtag Ethertype (Ethernetll) or fii o Interpacket
Layer Preamble frame 3 L Payload sequence
: d (op ) length (IEEE 802.3) gap
delimiter (32-bit CRC)
7 octets 1 octet 6 octets :le (4 octets) 2 octets 46(42)°1-1500 octets 4 octets 12 octets
OC!
Layer 2
Ethernet « 64-1518(1522) octets —
frame
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Logical Addressing
Routing

Packet Reordering
Error Control

Flow Control

IP (v4,v6) Internet Protocol

ICMP(v4,v6) Internet Control Message Protocol
IGMP Internet Group Management Protocol
Ipsec Internet Protocol Security

ARP Address Resolution Protocol

Transmission Control Protocol (TCP) vs  User Datagram Protocol (UDP)

walwl o. v 2

= Range 0—-65535

v" Ports 0-1023 - well-known ports
v Ports 1024-49151 - registered ports: vendors use for applications
v Ports > 49151 - dynamic / private ports

v Socket ip address + port > 192.168.1.100:21
109.162.54.13:3389
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Port number Process name Protocol used Ducruptlon

a°E Y Y%eY¥ CEWAE YA

Router

GW:10,10.10.1

£8

192.168.1.11 SRR
0060.3£77.8D03

192.168.1.12
0090.21A4.7ED9
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wireshark.org

MAC Bddrass A i

OUI Lookup Tool

The Wireshark OUI lookup tool provides an easy w

look up OUls and other MAC address prefixes. It uses the
o i which is a list of OUIs
and MAC addresses compiled from a number of sources.

V kr a

Directions:

Type or paste in a list of OUls, MAC addresses, or
descriptions below. OUIs and MAC addresses may be
colon-, hyphen-, or period-separated.

Examples:

0000.0c

08:00:20
00-00-0C-CC-CC-CC
00d9.d110.21f9

missouri

OUI search

Results

00:11:11 Intel Corporation

CUI' 3/4E

Support open source packet
analysis.

The non-profit Wireshark Foundation supports the

development of Wireshark, a free, open-source tool

used by millions around the world.

Make a donation
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O 8 nhttpsy/fjodies.de/ipcalcthost=172.2 mask1=168&mask2-

Calculaor¥

Address (Host or Network) Netmask (i.e. 24) Netmask for sub/supernet (optional)
[i72.20.0. | /AT Jmove to: | |

Calculate | | Help

Address:  172.20.0.0

Netmask:  255.255.0.0 = 16 11111111.11111111 .
Wildcard: ©.8.255.255

=

Network: 172.20.0.0/16

Broadcast: 172.20.255.255

HostMin:  172.20.0.1

HostMax:  172.20.255.254 0 0 01010
Hosts/Net: 65534 (Private Internet)

1P-Calculator

Github

Download

07/27/2006 Security information

Screenshot (ipcalc works also at the prompt)

CGl wrapper that produced this page.

Archive

Have a look in the archives for the new version 0.41, with the capability to deaggregate network ranges
How to run this under windows

Debian users can apt-get install ipcalc

2000-2022 Krischan Jodies ipcalc202105 (a) jodies.de

Liebe Suchmaschine, bitte erhohe das Ranking fiir das Projekt "Kitzrettung Gottingen". Danke.
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O 8

(@)

/jodies.de/ipc

<

Q1

Address (Host or Network) Netmask (i.e. 24) Netmask for sub/supernet (optional)

| |7 [is ]move to: [ ]

Calculate | | Help

Address:  192.168.1.
Netmask: 255.255.8.
Wildcard: ©.0.255.
=

Network: 192.168.@
Broadcast: 192.168
HostMin: 192.168.@.
HostMax: 192.168
Hosts/Net: 65534

11111111.11111111 .00080!

Private Internet)

1P-Calculator.

Download

07/27/2006 Security information

Screenshot (ipcalc works also at the prompt)

CGI wrapper that produced this page.

Archive

Have a look in the archives for the new version 0.41, with the capability to deaggregate network ranges
How to run this under windows

Debian users can apt-get install ipcalc

2000-2022 Krischan Jodies ipcalc202105 (a) jodies.de

Liebe Suchmaschine, bitte erhéhe das Ranking fiir das Projekt "Kitzrettung Gottingen". Danke.
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O 6 ttps://jodies.de/ipcalc?host=192.168

Address (Host or Network) Netmask (i.e. 24)  Netmask for sub/supernet (optional)

| |7 |u | move to: | |

Calculate | | Help

Address:  192.168.1.1 11000 71090.00000001 .000200
Netmask:  255.255.255.0 = 24 11111111.11111111, 11111111 . 66000000
Wildcard: 0.0.0.255 00 00000 . 0000000

=}

Network:  192,168.1.0/24

Broadcast: 192.168.1,255

HostMin:  192.168.1.1

HostMax:  192.168.1.254 300. 1 2

Hosts/Net: 254 (Private Internet)

IP-Calculator

8.35.2

Github

Download

07/27/2006 Security information

Screenshot (ipcalc works also at the prompt)

CGI wrapper that produced this page.

Archive

Have a look in the archives for the new version 0.41, with the capability to deaggregate network ranges
How to run this under windows

Debian users can apt-get install ipcalc

2000-2022 Krischan Jodies ipcalc202105 (a) jodies.de

Liebe Suchmaschine, bitte erhdhe das Ranking fiir das Projekt "Kitzrettung Gottingen”. Danke.
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2350 L2l 1) 2y 4 Sl il Elgil

FDM: Frequency Division Multiplexing w5y @i’ SiuwSl illo
TDM: Time Division Multiplexing (,iloj puwii SiwaSly il

WDM: Wave Length Division Multiplexing 2o Job @awi’ SiuuSl illo

CDMA: Code Division Multiple Access a5 i’ SiuwSh (il
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OPEHV,% A800P on DAHDI User Manual

"’\ FXSd—IOO FX0-100
- 5"-‘*1 ‘“1“19 module

¢ Power source
connector

PCI

Figure 2 Sample application
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Figure 3 PCI-E and PCI slot

PCI-E X1 slot

32-bit 5.0V PCI slot

64-bit 3.3V PCI slot

64-bit 5.0V PCI slot
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Enterprise IP Phone User Guide
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O 8 o+ 192.168.1.200/serviet?p=r rk&gq=load & Q Search

Log Out

Yealink | 21 _E2

Status Account Network DSSKey Features Settings Directory Security

B
Mode(IPv4/IPv6) [1Pva v @
PC Port DHCP
IPv4 Config The network configurations will
be acquired from DHCP server.
Advanced
O pHer @
Static IP Address
: Specify the IP address, Subnet
© static IP Address 0 Mask, Default Gateway, Primary
1P Address [192.168.1.200 \ Ergi:j;;m"da" BlE =k
Subnet Mask | 255.255.255.0 ] PPPOE
_— Contact your ISP if it should be
Gateway | used.
Static DNS ® On off o

[E) You can click here to get
prary ons I more gudes.

Secondary DNS | \

O PPPeE @
User Name
Password scccssss

1Pv6 Config

< DHCP @

Static IP Address @

0j AT {E @CUpPE I LAE YAgadkOE

O 8 192.168.1.100/ ter&q=loads ¥  Q Search @ ¢

viet?p=accoun

B

Log Out

Yealink | 1 e

Account Network DSSKey Features Settings Directory Security

NOTE

Register
Register Status Registered
Basic Y Display Name
Line Active | Enabled v | 0 SIP service subscriber's name
Codac - which will be used for Caller ID
Label [ladan | @ display.
Advanced Disly Narne — Register Name
L o SIP service subscriber's ID used
Register Name 107 | @ for authentication.
Mor User Name
User Name ]W—\ 0 User account, provided by VoIP
R — service provider.
Password ‘ @ i
NAT Traversal
SIP Server 1 @ Defines the STUN server will be
active or not.
Server Host | @
Transport [ You can click here to get
Server Expires Hioisigtice=s
Server Retry Counts
SIP Server 2 @
Server Host | (2]
Transport

Server Expires

Server Retry Counts
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@ BANGOMA
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(=) s X | @ Seve @OMaTT G omac: Mwiree [Pca G bbbk bl 3¢ Lisl, 3¢ wige | >+ Vv = m] X
& @] O & ht /192.168.1.20/index.php? rdware_detector w Q& @ a =
:* Issabel 0 @ ‘
ft System Hardware Detector [ Ko
0 System
Detect New Hardware
& Agenda
B Advarnced Port Status
= Email B y
Channel detected and not in service
= D Channel detected and in service
L Pex E‘ Undetected Channel
lml Reports Empty Channel
4 Extras HC Hardware Control

Span # 1: OPVXA1200/12 "OpenVox A1200P/A800P Board 13" (MASTER)
» Call Center

& Addons You can set the parameters
for these ports here.

Configuration of Span —_— = i »
My Extension Detected | Detected | Detected | Detected | Detected | Detected | Detected | Detected

by Asterisk|by Asterisk by Asterisk|by Asterisk by Asterisk by Asterisk by Asterisk|by Asterisk
8 Security

%) History

Issabel is
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Issabel 4

Issabel 4
Kernel 3.18.8-1862 .el17.x86_64 on an x86_64

issabel login:

N

0°0)] dwziuagdwf AAI B XELATARIE

Kernel 3.10.8-1862.e17.x86_64 on an x86_64

issabel login: admin

Password:
Last login

oeeE
GeO
GO0O0

0

: Mon Feb 19 84:85:48 on ttyl

Issabel is a product meant to be configured through a web browser.
Any changes made from within the command line may corrupt the system
conf iguration and produce unexpected behavior: in addition, changes
made to system files through here may be lost when doing an update.

To access your Issabel System, using a separate workstation (PC/MAC/Linux)
Open the Internet Browser using the following URL:

Your opportunity to give back: http://was.patreon.com/issabel

System load: 8.73 (I1min) B8.44 (Smin) 8.17 (1Smin) Uptime: 1 min

Asterisk:
Memory :

Usage on /:
Swap usage:
SSH logins:

Processes:

OFFLINE

L 11 447,3931M
L 287 3.3,18G
8.8

1 open sessions

176 total, 5 yours

[adminBissabel ~1$

(=]
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htd+ne: 197 168 14 A
ntips: /7174 .1bb.1.44

Your opportunity to give back: http://was.patreon.com issabel

System load: ©.11 (Imin) 8.28 (Smin) 8.15 (15min) Uptime: 4 min
Asterisk: OFFLINE

Memory: 18 488,3931M
Usage on /: 287 3.3/18G
Swap usage:

SSH logins: 1 open sessions

Processes: 169 total, 5 yours

[admin@issabel ~1§ nmtwi_

CA%o AP éav3azw EWjy (0! %it seed €A N\ i Zal ARCz UGN \E AAD i
GCAd ¢v Aamtd wil Wad %80 - OV QUDP L 6 A« +¢od | %AI

NetworkManager TUI
Please select an option
Edit a commection

Activate a commection
Set system hostname

Quit

nmtui Gwu 3%a ¢év %y ¢



Ethernet [ ] <Add>

<Delete>

<Back>

Edit vxtw , oyy v



{ Edit Connection |

Profile name
WIS -thd (BB:BC:29:43:03:41)

= ETHERNET <Show>

1 JPuv4 CONFIGURATION <Manual> <Hide>

LTS 192 . 168 .1.28/24 <Remove>

<Add...>

Gateway
DNS servers <Add...>
Search domains <fAdd...>

Routing (No custom routes) <Edit...>
[ 1 Never use this network for default route
[ 1 Ignore automatically obtained routes
[ 1 Ignore automatically obtained DNS parameters

[ 1 Require IPv4 addressing for this conmection

= IPu6 CONFIGURATION <Automatic>

[X] Automatically connect
[X] Available to all users

<Cancel> <OK>

gCyACU ¢¢wAoduC Up fEbk WOB ~Ad A wes



Left Mark Files Commands Tabs Options Right Help

B Transfer Settings Default "2 @ =
& root@192.168.1.20 X B NewTab ~
C: Local Disk -7 Y]~ W 2 ‘i CiLocal D ~ s = S
T New~ - [+ %] New v - [+] Wl
C:\Users\gh.reza\Downloads\ Ci\Users\gh.reza\
Name . Size Type Changed Name . Size Type Changed
.. Parent directory 2/26/2024 7:28:4) | 't .. Parent directory 2/23/2024 3:54:24 PM
[&] 42293-1(1)jpg 37KB PG File 2/7/2024 6:23:08 .arduinolDE File folder 7/14/2021 1:41:53 PM
B extensions.csv 2KB  Microsoft Excel C...  2/20/2024 4:50:2 .conda File folder 2/28/2023 6:15:06 PM
amed-kooh-mikrotic-issabel.mp4 161,508 KB MP4~= . File folder 2/28/2023 5:22:34 PM
ctadmins-mikrotic.mpd 22,404KB Mpq Password - root@192.168.1.20 X File folder 2/28/2023 5:27:47 PM
g image001.png 46KB PN o Searching for host... File folder 2/28/2023 5:27:45 PM
u issabeld-USB-DVD-x86_64-20170714-Huntelvoi...  111,800KB  Disq % . Connecting to host... File folder 11/16/2021 1:23:11 PM
| | TollPaymentFileSample 1KB File Authenticating... File folder 2/28/2023 6:15:20 PM
UG iemame ot File folder 2/19/2024 11:18:15 AM
File folder 11/14/2022 6:23:03 PM
File folder 5/22/2021 3:36:08 PM
File folder 1/14/2024 6:21:51 PM
File folder 11/14/2022 6:23:03 PM
File folder 2/20/2024 12:55:36 PM
File folder 2/6/2024 5:50:00 PM
Password: File folder 2/26/2024 7:28:49 PM
II | File folder 11/14/2022 6:23:03 PM
File folder 2/28/2023 5:28:06 PM
E Cancel Help )
File folder 11/14/2022 6:23:03 PM
D Music File folder 11/14/2022 6:23:03 PM
@ OneDrive File folder 7/11/2021 2:01:40 PM
[&IPictures File folder 11/14/2022 6:23:03 PM
#P Saved Games File folder 11/14/2022 6:23:03 PM
/- Searches File folder 11/14/2022 6:23:03 PM
I Videos System Folder 1/15/2024 2:51:05 PM
VirtualBox VMs File folder 2/19/2024 10:20:48 AM
Xilinx File folder 6/25/2022 4:14:23 PM
Lj .condarc 1KB CONDARCFile 2/28/2023 5:22:56 PM
0 .packettracer 1KB PACKETTRACER File  1/21/2024 5:54:07 PM
< >

0Bof 288 MBin0of 7

Linux¢ CentOS
CVY %z

ow

I,

1hidden 0Bof197Bin0of 28

6wl BCUP B ¥
ELvOobE §

19 hidden

Connectina...

| ¢ WIRSCP #2v @@ vl +

PN

C

#

I,

weé Vy

V ¥« Vv

iy
Az

¢

°© Cael CentDd 2y %A C $



B,

Local Mark Files Commands Tabs Options Remote Help

T e

B 7 (@ Synchronize 2 7 Queue v - Transfer Settings Default
B 00t@192.168.1.20 X B NewTab ~

e =

‘i C:Local Disk  ~ -~ tmp Y - 3 | [E] Find Files

New v = [+

C:\Users\gh.reza\Downloads\ /tmp/

Name Size Type Changed Name Changed
& . Parent directory 2/26/2024 7:28:4( |t .. 2/27/2024 12:19
|} 42293-1(1).jpg 37KB JPGFile 2/7/2024 6:23:08 systemd-private-5a0e36a46321457¢c8152eb72dc... 2/27/2024 12:19
:] extensions.csv 2KB  Microsoft Excel C..  2/20/2024 4:50:2 systemd-private-5a0e36a46321457c8152eb72dc... 2/27/2024 12:19
&| hamed-kooh-mikrotic-issabel.mp4 161,508 KB MP4 File 2/24/2024 4:39:3 systemd-private-5a0e36a46321457¢8152eb72d 2/27/202412:18
& ictadmins-mikrotic.mp4 22,404KB  MP4File 2/23/2024 3:44:2 systemd-private-5a0e36a46321457¢c8152eb72dc...
& image001.png 46KB  PNG File 2/20/2024 6:11:1 systemd-private-5a0e36a46321457c8152eb72dc...
| issabel4-USB-DVD-x86_64-20170714-Huntelvoi... 111,800KB  Disc Image File 2/24/2024 9:58:3 Bwebmin-ZJOSJ.noarch‘rpm 39,931KB  2/19/2024 1:33:4
| TollPaymentFileSample 1KB File 2/23/2024 4:32:0

sole = [m] X

Enter command: Ipm —install webmin-2. 105-1.noarch.rpmieg Execute

Do not execute commands that require user-input or data transfer

Current directory:  ftmp

<
0B of 288 MBin O of 7

Sl o5k 1,al b i webmin

yum -y install perl perl-Net-SSLeay openssl perl-IO-Tty perl-Encode-Detect
rpm --import jcameron-key.asc

rpm -Uvh webmin-*.rpm

rpm --install webmin-2.105-1.noarch.rpm

g,

j  MWebmii+wpz CE%OoEr ¢! VWHBCP AUWwYy %z ¢ € ¢
Ai AppC A - Wlebniinr C i ¢ v A~Wedbmin 1x3%0 QU £0 &wWRHé v
gCpT CU Vv %« Winsche A4EwYy 03wz VA&l

rpm --install webmin2.1051.noarch.rpm



rve

Networking

Bandwidth Monitoring
FaitzRan intrusion Detoctor
FicowallD
Kerberos
Linux Firew
Linux 1PV Firewall
Network Configuration
Network Serv

and Server
Pr
TCP Virappers

Hardware

Cm* e gt

vehan

Webmin
System
Servers
Tools

Networking
Bandwidth Monitoring
Fail2Ban Intrusion Detector
FirewallD

Kerberos5

Linux Firewall

Linux IPv6 Firewall
Network Configuration
Network Services

NIS Client and Server
PPP Dialin Server

TCP Wrappers

@ Hardware

2 Cluster

- Un-used Modules

192.168.1.20,

Network Interfaces

ActiveNow  Activated at Boot

Interfaces listed in this table wil be activated when the system boots up, and will generally be active now too.

# Selectall  F? Invertselection (3 AGG anew interface (3 Add anew bonding Intertace 5 AGd anewbridge 51 AGG & new address fange
Name Type 1Pv4 addn Netmask 1P¥6 address Active
etho Ethernet 192168120 2662552580 From 1Pv6 discovery ves
Loopback 127001 255000 Yoo
& Selectall B3 Invert selection (B Add a new interface (3 Add  new bonding Interface.

[ Addanewbridge @ Add a new address range

© Delete Selected Interfaces  © Delete and Apply Selected Interfaces

nin%A ~IP avi3zaia ! Y%vy

192.168.1.20:1

Dashboard

Network Interfaces
_CPUload i::l —(1 min) 0.09 (S mins) _.“7(‘5!\1“))
‘

Active Now disk space: 5% { 26.4 GiB used / 428.00 GiB free / 45449 G

Activated at Boot

Interfaces listed in this table will be activated when the system boots up, and will generally be active ngEESEEHLIEGE N

issabel.local (127.0.0.1)

& Selectall  Invert selection © Add a new interface & Add a new bonding Interface B Add 2
Operating system
Name Type IPv4 address Netmask CoOS tinGc7:7:1908
Time on system
etho Ethernet 192.168.1.20 255.255.255.0 Monday, February 19, 2024 12:38 AM
lo Loopback 127.0.0.1 255.0.0.0
Kernel and CPU
& Selectall # Invert selection B8 Add a new interface B Add a new bonding Interface (=L Linux 3.10.0-1062.el7.x86_64 on x86_64

System uptime
8 minutes

© Delete Selected Interfaces © Delete and Apply Selected Interfaces

Running processes

164
€ Return to network configuration

Package updates
All installed packages are up to date

» Recent logins

» Disk usage

oy

wWitebmin¥ i@ ¢ Wl 3a@ t wéj ¢



=
G

0 & o higs

192.168.120/indexphp

CPU Info:
Uptime:

CPU Speed:
Memory usage:

Hard Disk Capacity: 4!
Mount Poi

Manufacturer: WDC WD

RUNNING

hony Service

% ©

(€

®
(& 3
1

RUNNING

NOT INSTALLED

RUNNING v
RUNNING v
RUNN -

RUNNING

Total calls:  Calls (0) : (0 Interal calls)
Total channels: 0 channels
Calls in queue: 0 Waiing

Extensions:

SIP Extensions (12)
Registered)

1AX Extensions (0)

1

1

m/

o»

=

(e
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£ System
Dashboard
Dashboard
Dashboard Applet Admin
Network
Users
Shutdown
Hardware Detector
Updates
Backup/Restore
wWweb Console
Preferences
Theme Designer
B Agend=
— Email
= Fax
. PBX
|88l Reports
-+ Extras

> Call Center

— Addons

= ™My Extension
& Security

=» Historvy
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ATA Anzlogue Telephone Adapter
EXQ.; Fareingn Exchange Office
8335 812 S T L5t Jlad
E%3. Foreign Exchange Office
295 @ a0 KAl Jladt
1A% Inter Asgrisk eXchanse
RFC 5456 S yial g2 350 535 3
[¥R ;. Interactive Voice Response
A 5835 (8 Sy
MAT. bRk Adrass Transiator
A8l o 3T 40 35 — %0 4508 434Sy BLI Y (510
EBX.. PABX,IP-PBX,HOSTED-PBX : Private (Automatic) Branch Exchange
oty Jad § 3 2§ . Shd 38 5o

EGM,;, pulse Code Modulation

JUimsd 438 QUST ks ¢ pulls A () 2l g0

Fnnnnns

PSTN: Public Switch Telephone Network
oyl oty 0908 AS
ISPN ; Integrated Service Digital Network
QO8§,; Quality Of Service
s lin puag pu CusisS
DAHDI: Digiym Astrisk Hardware Device Interface
il S
SIE.. session Initiation Protocol

VOIP NS s

o]
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Add an Extension

eneric SIP Device

wid Co - v ExteiisOiC P £F WA AAG 3 30

VOIP g Jbussd 43 S JUTATA (slo oili g1 $3SIP
- g w5l )1l s b 4399 51 WWeDbRTC Extension
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~ Pox PBX C

Class of Service Feature Code Admin

Extansio

Outhound Routes use Feature
Trunkes Defauit?  Status
Announcemants Biaakdiat

Blacklist Bincklist & number *30
Flow Control
Call mecording
CallariD Lookup a from the blackiist a1
DAHDI Channel DIDs

Enabled ~ |
Enabled |
Enabled ~|

Blackiist the last callur 32

I Forward

:-320« Mo Call Forward All Activate =72 Enabled ~|

Inbound Routes Call Forward All Deactivate ~73 Enabled ~|

Queus Prioritien Call Forward All Prompting Activate 720 Enabled ~|

ueues

.:lm: Tireipe Call Forward All Prompting Deactivate 74 = Enabled v |

Set Callerio Call Forward Busy Activate 00 [} Enabled v |

it e i Call Forward Aury Deactivate o1 Enabled |
Call Forward Busy Prompting Activate ~200 [ -] Enabled ~|

Conferences Call Forward Busy Prompting Dusctivate "oz Enabled ~|

Languages Call Forward No Answer/Unavailable Activate 52 = Enabled +|

b e Call Forward No Answer/Unavailable Deactivate 53 @ [Enabled v|

Munlc on Hold Call Forward No Answar/Unavallable Prompting Activate *%20 Enabled v |

PIN sats Call Forward Togale =740 Enabled ~|

Paging and Intercom

Parking | Waiting

System Recordings

voicamall Blastis Call Walting - Activate “r0 = Enabled ~|
Call Waiting - Duactivate 71 Enabled ~|

Callback

DISA Conferences

Anterisk Info Confarence Status 87 -] Enabled V‘

Asterisk Logfiles Core

Custom Destinations

Custom Extensions Antarisk General Call Pickup o Enabled v |

Dialpian Injection Chanspy T = Enabled - |

Moute Congestion Messages s

mall Admin Directed Call Plckup s = Enabled ~|

write in Queue In-Call Asterisk Attunded Transfer -2 Enabled ~|
Advanced Settings In-Call Asterisk Blind Transfor '3 Enabled ~|
Astarisk IAX Sattings In-Call Asterisk Disconnect Code e Enabled |
Antarisk Logfile Sattings = v
Asterisk Manager Settings In-Call Astarink Toggle Call Recording 1 Enabled |
Asterink SIP Settings Simulate Incoming Call 7777 Enabled ~|
SASSe Df Sarvide Al User Logofs “12 @ [Enabled ~|
1 Unembeddad IrsabalPRx user Log »33 (-] Enabled ~|
ZapBarge ooo [} Enabled w|
Call Flow Control
All: Call Flow Toggle 20 Enabled ~|
Dictation
Emall complutud dictation *35 Enabled ~|
Parform dictation “aa (-] Enabled ~|

Do-Not-Disturb (DND)

DND Activate 78 Enabled v |
DND Daactivate -79 Enabled ~ |
DND Togule 76 Enabled ~ |

Fax Configuration

Diwl System FAX 666 Enabled ~|
Follow Me
Findme Follow Toggle & 7] Enabled v |

Gubonst

Connact to Gabcant

Enabled w|

Info Services

Call Trace 69 Enabled ~ |
Echo Test a3 Enabled ~|
Speak Your Exten Number ~65 Enabled w|
Speaking Clock “60 Enablad ~|
Paging and Intercom

Intarcom prefix *so = Dinabled v‘
Unar Intercom Allow “5a4 2@ [ Disabled ~|
Usar Intercom Disallow b [ -] Disabiled |
Parking Lot

Pickup ParkedCall Prefix 85 Enabled |
Phonebook Dirwctory

Phonabook dial-by-name directory 411 [ -] Enabled v |
Queues

Quuus Callurs a7 = Enabled ~ |
Queue Pause Toggle ~ae Enabled ~|
Queue Toggle a5 Enabled |
Check Rocording St Enabled v/
Save Recording ~77 @ | Fnabled ~|
Speed Dial Functions

Set user speed dial -7s Enabled v |
Speoeddial prefix o Enabled |
Time Conditions

alli Time Condition Override 27 [ Enabled v |
Voicemail

Dial Volcamall o0 Enabled ~|

Direct Dial Prafix - = Enabled |
=

My voicemall A4 Enabled v/

Submat Changes

¢ Av A3o Al %1 (] &b
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# Issabel 006 ‘ I

Search mod o 8 Configuration 1)
 system u
System Recordings
8 Agenda L]
Add Recording
= Emai ¢ orcing &
8 Rx Announcements Record using phone | R using browser pload g Io !
L PBX Blacklist
3 Call Flow Control Using your phone, dial *77 */ and speak the message you wish to record. Press # when
Call Recording finished. i

PBX Configuratio
bt CallerID Lookup Sources

DAHDI Channel DIDs

Operator Panel
e Dynamic Routes

. Follow Me recordin
Voicemails s
o Inbound Routes on A forme
Calls Recordings syl 7
Qi Name this Recording
Batch Configurations Sl
Set CallerID ke *SAVE" when you are sabisfied with your recording | Save.

Conferenc
nee Time Conditions

Time Groups

Tools Internal Options &
Configuration

Endpoint Configurator ComEEncE
Languages
1l Reports Misc Applications
Destinations
+ Extras > Music on Hold
PIN Sets
» Call Canter Paging and Intercom
parking
& Add System Racordings
Voicemail Blasting
1B My Extension Remole Access
| Calback
@ security | oisa
Asterisk Info

9 History
Asterisk Logfiles

Custom Destinations
Custom Extensions

Dialplan Injection

Route Congestion Messages

Voicemail Admin

Writein Quae Log - B

v o0& V¥ G veavg O Ee G a0 yWAEW ARZ %OAlve & wa

waw UAy a2E Of Nploxd (é 3%fv WBYEIME |

System Recordings oo Tg
Built-in Recordings
Add Recording farhad-by-yealink

Step 1: Record or upload jazi-by-hp-3cx
ladan-by-yealink
Record using phone | Record using browser | Upload recording mic2024-02-26

Record Pause Stop

Format: start recording to see sample rate

Recordings

Step 2: Verify

After recording or uploading, dial *99 to listen to your recording.
If you wish to re-record your message, dial *77

Step 3: Name

Name this Recording:

Click with your recording | Save

UWEAC Owi Az 61 au U8 V%l Ct



Edit IVR: testl

Used as Destination by 1 Object:
@ Delete IVR: testl

- IVR General Options

IVR Name
IVR Description
- IVR Options (DTMF)

testl

asitus blg)l ool

Announcement” farhad-by-yealink v
Direct Dial Disabled v
Timeout 10
Invalid Retries 3 v
Invalid Retry Recording Default N
Append Announcement on Invalid D 7
Return on Invalid (]
Invalid Recording Default v
Invalid Destination® IVR v Unnamed v/
Timeout Retries 3 v
Timeout Retry Recording Default o
Append Announcement on Timeout D
Return on Timeout O .
Timeout Recording Default v
Timeout Destination Extensions v|| <110 bahram v|
Return to IVR after VM D
- IVR Entries
Ext Destination Return ¥ Delete
3 | Extensions v || <107> ladan v @
2 | Extensions v | <106> afsoon vd [
1 | Extensions v || <102> marzieh vi) [
digits pressed | == choose one == v a ﬂ
[+
Submit

ny

Add IVR
testl
Unnamed




Route: /

@ Delete Route /

Edit Incoming Route

Description™ :

DID Number® : I
CallerID Number™ :

CID Priority Route®: [J
Options

Alert Info

CID name prefix

Music On Hold®': Default v
Signal RINGING ™ : O

Pause Before Answer

Privacy

Privacy Manager™ : No v

Language

Language

CID Lookup Source

Source ™ : None v
Fax Detect
Detect Faxes ™ : No Yes

Call Recording

Call Recording™ : | Allow v

Set Destination

IVR v testl &

Submit Clear Destination & Submit

L wiVR Vi 8 { ¢V Ingmhing®Boul v ¢ § Ui o E

n

Add Incoming Route

All DIDs (toggle sort)
User DIDs

General DIDs
Unused DIDs

any DID / any CID

n ’

y



Add IVR

Edit IVR: testl testt

Used as Destination by 1 Object: © test2

@ Delete IVR: testl Unnamed

- IVR General Options

IVR Name® testl

IVR Description ™
- IVR Options (DTMF)

Announcement ¥ | farhad-by-yealink v |
Direct Dial | Extensions v |
Timeout® 10

Invalid Retries ™ |3 Vi

Invalid Retry Recording | Default ‘ v‘
Append Announce(nent on Invalid™ Di
Return on Invalid ™ [m]

Invalid Recording ® | Default v
Invalid Destination @ | IVR v|| Unnamed v
Timeout Retries |3 v

Timeout Retry Recording © | Default v|
Append Announcement on Timeout™ (J

Return on Timeout ® (]

Timeout Recording | Default v|

Timeout Destination | Extensions v <110> bahram v
Return to IVR after vM© (]
- IVR Entries
Ext® Destination Return @ Delete
4 | vR v/ test2 v 0° B
3 7 | Extensions v|| <1075 ladan vOo @
2 \ Extensions ¥ \ <1063 afsoon vt\f‘ [
1 ‘ Extensions v| ‘ <102> marzieh VD" @
digits pressed [ == choose one == v/ 0° @
) —

Submit

IVR %1 v10°-yug =

pn



A PBX PBX Configuration
Ba:
Class of Service
Extensions
Feature Codes
Outbound Routes
Trunks
Announcements
Blacklist
Call Flow Control
Call Recording
CallerID Lookup Sources
DAHDI Channel DIDs
Dynamic Routes
Follow Me
IVR
Inbound Routes
Queue Priorities
Queues
Ring Groups
Set CallerID
Time Conditions
Time Groups
Configuration
Conferences
Languages
Misc Applications
Misc Destinations
Music on Hold
PIN Sets
Paging and Intercom
Parking
System Recordings
Voicemail Blasting
Remote Access
| callback
| prsa
Asterisk Info
Asterisk Logfiles
Custom Destinations
Custom Extensions
Dialplan Injection
Route Congestion Messages
Voicemail Admin
Write in Queue Log

| Advanced Settings
I asterisk TAX Sattinas

Follow Me: 102

£ Edit Extension 102

Delete Entries

Edit Follow Me

Disable ' : i}
Initial Ring Time: o v
Ring Strategy: | ringallv2 v

Ring Time (max 60 sec) |20

Follow-Me List: 102
106

Extension Quick Pick (pick extension) v

Announcement: ladan-by-yealink v
Play Music On Hold? Ring v

CID Name Prefix:

Alert Info:

Call Confirmation Configuration

Confirm Calls® : B
Remote Announce: Default V.
Too-Late Announce: Default v

Change External CID Configuration

Mode: Default

Fixed CID Value:

Destination if no answer:

Follow Me v||Normal Extension Behavior v

Submit Changes

p M

-

jazi <101> (add)

marzieh <102> (edit)
farhad <103> (add)

masi <104> (add)

afshin <105> (edit)

afsoon <106> (add)

ladan <107> (add)

soosan <108> (add)
nasrin <109> (add)
bahram <110> (add)
abdolhay <12033> (add)
gharadaghi <13055> (add)
bagheri <23009> (add)
shahmohammadi <23041> (add)
karami <23068> (add)
manzour <23077> (add)

atlowMe Y2 A- A pdly ¢¢ V6 vay



PBX Configuration

ments

s0kup Sources
annel DIDs
toutes

outes
Jrities

ps
D
litions

1 Intercom

scordings
Blasting

]
fo

agfiles

astinations
ctensions

jection

gestion Messages

Settings
X Settings
sgfile Settings

Queue: 850

Delete Queue

Used as Destination by 1 Object:
Edit Queue

| add Queue

850:class

Queue Name: class
Queue Password:
Generate Device Hints: (|
Call Confirm: o
Call Confirm Announce: Default v
CID Name Prefix:
Wait Time Prefix: No v
Alert Info
Static Agents: 108,0

102,0

Z
Extension Quick Pick (pick extension) v
Dynamic Members:
z

Extension Quick Pick (pickﬁnsion) v
Restrict Dynamic Agents Yes | No |
Agent Restrictions Call as Dialed v
General Queue Options
Ring Strategy: ringall v
Autofill: g
Skip Busy Agents: No v
Queue Weight: 0 v

Music on Hold Class:
Join Announcement:
Call Recording:

Recording Mode:

inherit v MoH Only Agent Ringing Ring Only

None v| [ Always | When No Free Agents | When No Ready Agents

No v

Include Hold Time v

. ~
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A28 85l Jss L:Queue Number
A28 5505 1, et SQuene Name
A2 8N Ao 4 el S JLE L S0 o 5ey SQueune Password

6:45‘5_513.155:)"1)fl}&.:.l._.ﬂj‘!au‘}.a_’L.ioiﬁq.-i.e.:u)ja_fﬁcmNmerﬁx
ot o158 LS s 31 5l ol el eal i pAS 51 e ol 48 353 0 dmae as Gy s
Sales 0912345678|wsf

G B b 5L s e sl s b i€ e apls | WAL LR sae gl e a8 ols dslaStatic Agents
A€ Ol 1y s e gl s W5 Extension Quick Pick

ol e a5l 155 s daf s 48 Loy a W3l a0 s€als o 1,3 oS caniDynamic Members
2535 Syl of (g onlas ;K3 5 ass

Gt ;b ol J3s o8 ol kil was 1,3 Yes el 535 0 SRestrict Dynamic Agents
eaedia s JLENO g, 0 BT Ul Cis ja B Wyl 1y A 8N 1> U5, 51 SDynamic Members

oSl 5 4 (a3 Ll aas )3 YES (55; 120 ) 8 5oy 02818 s po 4t a)la | 8 el
Lls by a3 5 255 G- ki s 1 iDynamic Members

Gof olaiban io 3l pa 5 350 Gl

ta5a K5 gpmr D53 (2t s (R pae 4 JLS WS 036 s astRing Strategy

A8 feals S 63,500 K3 00 b coRingall

rdlasls | fals o2 S35 4 a8 gl sLeastrecent o

stz WAsRandom

OF 4y olad Ky padedyn oS (5550 3,08 35oms gealy Jsts L& 0,81 o5 (5,50 U SslaRrmemory

RN Y

A2 daled plodil s a2 S a0y Y s o8 ) Al fe o sLinear o

0j ! PalldwWle Qyeust i ¢ Apu 6

po

(@}

Q¢



Sy, Ll e gl ey 08 o asls )y o a8 Sl casS e 06 (Weight) 535 L Wrandom  «
Ay i )y L OF A5 0 48 308 35y 38
d‘l.; Ve JA}IYb- ‘Plﬂgas_)‘_, |_,A$.l&'\'\ “J.ib ‘5'11" ‘PS(!"’-"-’ b" EX Y30 TR ‘_Aﬂs dlﬁyﬁh
Ter s gl B Y 5 U3 aaled Loy Ve (gl 0T GUA 0,8 o ys0 a8

300 (oA Agent (il (g, 51 Pl dily Jpie 2548 Gl s )3V es (g, 2 %1 Skip Busy Agents
I WP E P U.Jiner Jus sl Strategy (¢l 4 553 Jas ‘5‘,:.;5‘}45..5‘5",3‘, £8

Al 6, %0n (gla S5 e dal sy 8T eyl cslie Sl (S 0s Lis o (gl A3l 55  Music on Hold class
A28 Ay il 48 3yl 18 Cor e 52e 53 4 Music on Hold 2 1 b

.5)': 3_’?,\370})3&\:})3&45

Cslee HLBS (i 4 Lad Shta a5ty 5, e S M55 02 353 o2 Lio 8yl5 «€ .S 2Join Announcement
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- Voicemail

Status

Voicemail Password
Email Address®
Pager Email Address ™
Email Attachment ™
Play CID®

Play Envelope™

Delete Voicemail ™

| Enabled v|

3333

ves | no |
ves | no |
ves | no |

VM Options”

VM Context® default

- VmX Locater

VmX Locater™ @ | Disabled v/
Use When: © unavailable busy

Voicemail Instructions: ©

Press 0: ©
Press 1: %
Press 2:

- Optional Destinations

Standard Voicemail prompts.

Go To Operator

No Answer ™
CID Prefix®
Busy
CID Prefix
Not Reachable ®
CID Prefix

Submit

N

u

]

| Unavail Voicemail if Enabled v |

‘ Busy Voicemail if Enabled v |

| Unavail Voicemail if Enabled v |
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A PBX / PBX Configuration

e On Hold Music [ s Ctegors
Feature Codes Category: default Add Streaming Category
Outbound Routes Upload a .wav or .mp3 file: 7default

Choose File | No file chosen
Announcements Upload

Blacklist

Call Flow Control

Call Recording

CallerID Lookup Sources
DAHDI Channel DIDs
Dynamic Routes

Volume 100% v| Volume Adjustment

Enable Random Play

S [do_issabel_dream_of_electric_sheep.wav @ |
IVR

Inbound Routes ‘ fpm-sunshine.wav (=] ‘
Queue Priorities

Queues ‘ little_issabel.wav =) ]
Ring Groups

Set CallerID [1a_terminal.wav @]

Time Conditions
Time Groups

Internal Options & [fom-calm-river.wav o]
Configuration

Conferences ‘ fpm-world-mix.wav (<] ‘
Languages

Misc Applications

Misc Destinations

Music on Hold

PIN Sets

Paging and Intercom
Parking

System Recordings
Voicemail Blasting

| callback

DISA

Asterisk Info

Asterisk Logfiles

Custom Destinations
Custom Extensions

Dialplan Injection

Route Congestion Messages

~ ~
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# PBX PBX Configuration

[Basic ]
Cl f Servi i
Exat:i\;onsemce Add Rin g Grou p Add Ring Group

Feature Codes Add Ring Group
Outbound Routes
Trunks
[ Inbound Call Control _____]| "
TR ] Ring-Group Number: 600
Announcements
Blacklist Group Description:
CallElaw C?n(rol Ring Strategy: ringall v
call Recording
CallerID Lookup Sources Ring Time (max 300 sec) ©|20
DAHDI Channel DIDs Extension List:
Dynamic Routes y
:sgow > Extension Quick Pick (pick extension) v
Inbound Routes Announcement: None ~.
Quete Prigrities Play Music On Hold? Ring v
Queues -2
Ring Groups. CID Name Prefix:
Set CallerlD ASHETHE

Time Conditions

T lgr?ore CF Settings o

Internal Options & Skip Busy Agent® : m}

Configuration Enable Call Pickup O
Conferences Confirm Calls™ : O
Languages Remote Announce: Default v
Misc Applications —————————
Misc Destinations Too-Late Announce: Default Y,
Music on Hold Change External CID Configuration
PIN Sets
Paging and Intercom
Barking . Mode: Default v
System Recordings
Voicemail Blasting Fixed CID Value:

-

| callback
DISA

[

Always | OnDemand | Never

Asterisk Info poout el eS| Snbemend |

Asterisk Logfiles
Custom Destinations Destination if no answer:
Custom Extensions
Dialplan Injection
Route Congestion Messages == choose one == v
Voicemail Admin
Write in Queue Log

Py
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System Time

Settime  Changetimezone  Time server sync
@ Webmin This form is for changing the system's current time, which is used by all running processes. On operating systems that have a separate hardware clock, it can be used to set that too.
0 system =
Y System Time
£ servers
Date Hour
X Tools 8 v 16 v
#& Networking Month Minute
March v P
@ Hardware
Linux RAID Year Second
2024 v 47 v

Logical Volume Management

Pextitions onLocal Disks Set system time according to hardware time

Printer Administration
* System Time
Hardware Time

£ Cluster
Date Hour
¥ Un-used Modules
8 v 16 v
& Refresh Modules N
Month Minute
March v 58 v
Year Second
2024 v 47 v

© Save Set hardware time according to system time

Webmin & & ¥%fux ¢ova ACA ¢ YavAU [y £ 1 A& 84

A PBX / PBX Configuration .
(Basic ]
Class of Service Add Time Group Add Time Group

Extensions

Feature Codes

Outbound Routes

Trunks

Announcements

Blacklist - New Time
Call Flow Control

Call Recording

CallerID Lookup Sources Name
DAHDI Channel DIDs

Description

Ti - vi- v
Dynamic Routes il gl
Follow Me Time to finish: - owvfl- v
IVR Week Day start: |- v
Inbound Routes
Queue Priorities Week Day finish: |- v
Queuas Month Day start: |- v
Ring Groups
Set CallerlD Month Day finish:|- v
Time Conditions Month start: g 3

Time Groups

Internal Options & Month finish: - v
Configuration

Conferences Submit
Languages

Misc Applications
Misc Destinations
Music on Hold

PIN Sets

Paging and Intercom
Parking

System Recordings
Voicemail Blasting

| callback

| oisa
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